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Redefining Total Stations and GNSS =~ And all components fit
workflow. The “Total Solution” in this small carrying case.

From the company who brought you the best
GNSS receiver on the planet, our latest innovation will
allow you to break away from decades-old methods
of measurement and positioning. Why employ a
workflow designed for yesterday’s gear?

We plan to ship by September 2018. See details inside > > >

The encyclopedia of Jamming and Spoofing.
- . All you need to know about them.

= g There is at_Jsoluter no way that we can _be. spoofgd or >>>
o9 jammed without our knowledge. We will immediately

) ) ¢ 4 pages inside
recognize them and take corrective action.

The RAMS Viewer is an elegant web interface. Using your own web
RAM S browser, RAMS Viewer allows you to connect to your Triumph-LS from > > >
anywhere in the world when both your Triumph-LS and your computer

have access to the Internet. See backside
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Why follow a workflow designed for yesterday’s equipment?

J-Mate features a camera that can also find targets
automatically, and a laser module for accurate distance
measurements. It scans and examines the area around
the intended target to ensure reliable identification. Two
precision encoders measure vertical and horizontal
angles to the target. Three precision vials allow a visual
check on levelness of the instrument.

Take control with J-Mate + TRIUMPH-LS

.. . - horizontal angle _— J - vertical angle _—
Similar to using con- ' s

ventional total stations, to
use the J-Mate you need
first to establish its accu-
rate position and calibrate
its vertical and horizontal
encoders. Then proceed
to shoot the unknown
points. This is similar to
using any total station, but
we have improved and
automated the process.

Vials

Laser

- scanning

- distance

measurements Camera

- examine area
around targets

- find targets
automatically

Calibrate

| P P o | | . )
P I N I With J-Mate you can establish your occu-
=% o M o | ™% o pied position via three different ways:
Loz ) | Om_er J o J L J
Backsight Resect Astro-Seek Vertical (more Of that Iater)
Survey
| I | @ I .
e T \(“ When you click the of the J-Mate
o A ':::' }’\ screen you get access to parameters that
{ ) L J L ) tunes J-Mate to your desire.
J-Mate-Collect J-Mate-Stake Scan Setup

After the J-Mate is calibrated, you can proceed with your work as normal
via the Collect or Stake icon.

LIVE video at www.javad.com



These are ways that we defend against jammers
and spoofers and inform users of details.

J-Shield Filter

and Near Band Interference

J-Shield is a robust filter in our antennas that blocks
out-of-band interference. In particular signals that
are near the GNSS bands like the LightSquared
signals. The graph on the right shows the protec-
tion characteristics of our J-Shield filters. It has a
sharp 10dB/KHz skirt which provides up to 100
dB of protection. It makes the precious near band
spectrums available for other usages and protects
GNSS bands now and in the future.

FIR (Digital Filter)

and In-Band Interference

Our In-Band protection digital filter protects against
in-band interference like harmonics of TV and radio
stations when you get close to them, or against ille-
gitimate in-band transmissions. Our in-band inter-
ference protection is based on the 16 adaptive 80th-
order filters. AJM-filters can be combined in pairs for
complex signal processing. This filter can simulta-
neously suppress several interference signals.

The 16 FIR AJM-filters can be combined in any num-
ber in chain. Each filter is a 255 order FIRfilter. It
can be used to suppress the stationary interference
signal in programmable (in compare with adaptive
AJM-filter) area or for spectrum shaping. To have
more suppressing areas or more aggressive sup-
pressing one can combine FIR_AJM serial.

In-Band noise

Measurement

This figure-of-merit number shows the level of
interference as percentage of noise above the nor-
mal condition. The first row of the first screenshot
shows the condition in a clean environment. 8 GPS
satellites were visible (according to the almanac).
8 C/A, 6 P1, 6 P2, 6 L2c and 2 L5 GPS signals
were tracked. The noise level is 2% on C/A and L5,
and 0% on P1,P2,and L2C. The screenshot below
that, shows 290% noise in GPS C/A and %121 on
Galileo E1. Only one of 8 GPS C/A code and none
of 5 Galileo E1 signals were tracked. >

This typical screenshot shows details of each sig-
nal. In the last column (T) indicates the signal was
tracked by the main channels, (Q) by the Fast
Acquisition Channels and (U) signal was used in
position calculations. The SN color coded column
shows the signal-to-noise ratio of tracked signals.
Blue is perfect, green is 3 dB down, and red is 6 or
more dB down. Percentage numbers show the per-
centage of interference above the normal level. We
explain other columns later.
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Spectrum Shape

We have a very powerful spectrum analyzer within
our GNSS TRIUMPH chip. Each spectrum shows
the power and the shape of the interfering signals
and jammers. This is more powerful and more effi-
cient than having a $30,000 commercial spectrum
analyzer to evaluate the environment. The screen-
shot on the right shows the shape of the GPS L1
band spectrum when the band is not jammed. The
GPS C/A code peak at the 2-MHz center of the L1
band is visible. >
The height of the spectrum is 11.2 dB.

This is an example of GPS L1 spectrum with a com-
mercial $30,000 spectrum analyzer. >

Our integrated spectrum analyzer has the advan-
tage that it monitors the spectrum inside the chip
where it matters. It has effective bandwidth of 1 KHz.

Our embedded spectrum analyzer also has the
advantage that it can be programmed to automati-
cally record the spectrum (and other information)
periodically or according to the set conditions, and
monitor the environment continuously.

This is the spectrum example of a GPS L1 band
when it is jammed. There is a huge peak in the cen-
ter where the C/A code is. The number on the bot-
tom left is the height of the peak. | 4

The height of the spectrum is 21.1 dB, which com-
pared to the calm 11.2 dB, indicates about 10dB of
jammer.

Although we label the bands as three GPS and 3
GLONASS bands, but they represent all bands of
all GNSS signals, because bands are shared by all
GNSS signals.

AGC

Automatic Gain Control

In addition to the spectrum, we also keep record of
Automatic Gain Control which is another indicator of
external signals. | 4

The AGC monitors the environment and adjusts
the gain to keep the voltage at a certain level. The
change in AGC is an indicator of interference exis-
tence.

The narrow orange line in the middle of the band in
this screenshot shows a quiet AGC.

AGC in this screenshot shows there are activities
in this band which our AGC was able to defend
against it. >

We believe it could be harmonics of GSM cellular
phone near our site.

Our AGC mitigates the effect of such interference
completely.
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Spoofers & 2 Peaks

Spoofers are quite different from jammers. They
don’t disturb the environment and the spectrum
shape. They broadcast a GNSS-like signal to fool
the GNSS receivers to calculate wrong positions.

In the top screenshot 10 GPS satellites were visible
(according to the Almanac). 6 of the 9 GPS satel-
lites that we tracked were spoofed, as indicated by
the red number, while the noise level was 0% in the
GPS C/A band.

In the second screenshot, 5 of the 6 GPS C/A sig-
nals were spoofed while the noise in the band was
only 2%. >

, we have resources
to assign more than one channel to each satellite to
find ALL signals that are transmitted with that GNSS
PRN code.

If we detect more than one reasonable and consis-
tent correlation peak for any PRN code, we know
that we are being spoofed and can identify the
spoofer signals. Figure on the right is an example of
two peaks. We isolate and ignore the wrong peak.

The screenshot on the right shows details of each
signal. The first six lines in this screenshot show the
spoofed signals that we detected as soon as they
appeared (numbers “1” in those line). The two sec-
tion columns represents the characteristics of each
peak. Second SS column show if the second peak
is a consistent signal.

While six satellites were spoofed, there was no
indication on the noise level (0%) and no indication
on the spectrum shape and level as shown on the
screenshot on the right below the chart.

If the spoofer strategy is to cover the real satellite
signal and then put the fake signal on top of it to
produce only one peak, we notice that by more that
200% of noise level that it has to introduce.

Usually there are over 100 signals available at any
given time, and we need only four good signals to
compute position. In rare cases that all signals are
affected, we inform the user and guide them to use
compass and altimeter to get out of the Jammed
area.

There is absolutely no way that we can be spoofed
without our knowledge. We will immediately recog-
nize and take corrective action.

Jamming and Spoofing protection
option is available in all of our prod-
ucts and OEM Boards.
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And Examples of when
the world is peaceful.
Jamming and Spoofing protection

option is available in all of our prod-
ucts and OEM Boards.
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When you detect that spoofers exist,
you can also try to find the direction that
the spoofing signals are coming from.
For this, hold your receiver antenna (e.g. !
TRIUMPH-LS) horizontally and rotate pg=f
it slowly (one rotation about 30 sec- ™
onds) as shown in the picture and find
the direction that the satellite energies
become minimum. This is the orienta-
tion that the spoofer is behind the null point of the
antenna reception pattern.

After one or more full rotations observe the result-
ing graph that shows approximate orientation of the
spoofer as shown in figure below. <4
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If GNSS signals are available at the job site, click
the J-Mate Backsight icon.

Backsight icon

1. Occupmion Paoint Setup

Backsight

R
HI Atmosphere
New Point 4 P S
P 1013.250 mbar
0.0 m | avah: -0.006 °C/m
2. Backsight Point Setup
HB BP int | Zeroing il
. New Point | £€ g - ._I_.
VAD 0'0p" .
0.0m |v SDO 0.000m A
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This screen appears which guides you to determine the accurate positions of the Occupation
Point and the Backsight Point, to establish an azimuth and calibrate the J-Mate angular encoders.

If GNSS signals are not available at the Occupation
Resect icon

Point, click the “J-Mate-Resect” icon

Resect 1. First Backsigm Points Setup

0.0m |v

_ [Hm New Point | Zeroing
Aix Veo 00"
o 0.0m |y SD0_ 0.000m
i 2. Second Backsight Points Setup
HB2 |[BP New Point | Zeroing
‘R 2 R

3. Occupation Point

Page0
OP New Point | Atmosphere
£ L
MGGT-1 P 1013.250 mbs
59 AtAh: .008 °
2]

Shoot two or more known pointS to establish an accurate position and cali-

brate the encoders. Then continue to shoot the unknown points.

2. Backsight Paoint Setup
{sun Tracking

Astro-Seek

ion Point Se!up
New Point

Astronomical Azimuth 0°00"
# || Astronomical Elevation Angle 000"

Page Page0
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And now our new feature!

We have
added a new
innovative

feature to the J-Mate that it can
automatically calibrate itself via its
automatic Sun or other astronomical
§d objects-Seeking feature.

J-Mate-Collect J-Mate-Stake

After calibration is performed, click
the J-Mate-Collect icon to shoot
the unknown points.

J-Mate-Collect

Capture Target Point
HT
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0°00"
0.000m *¥*

Capture Target Point
B P b 000 s |

0.0m

L
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F 24 : 0.01 m]
&
Page Page0 [ Save Target Point ]
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Click the J-Mate-Stake icon to use for stakeout.
23 The functions and
p| features of the J-
| Mate stakeout are
B very similar to our
conventional GNSS
stakeout: RTK solu-
- 2RIZL3 tions guide you to
the stake points. But with the J-Mate the cam-
era follows the “+” sign that you carry and then
the encoders and laser measurements (shown
on screenshots) provide guidance to the stake-
out features. This is similar to Visual Stakeout
and other useful and innovative features of our
TRIUMPH-LS GNSS RTK stakeout.




Remote Assistance &
Monitoring Services (RAMS)

Every function of J-Field that is
T available to the operator of the
| JavAD GNsS, NG ® Trlumph-LS that’s in the fle'd, is

e ,,,,,,mo AR available to the remote viewer!
Wwﬂ il ) javadgnss.net/ram 1

:,m.n RAMS Push and Pull Files

@ Onconmsct fatsinis I e Wirelessly

= From the office to the field in
case a file was forgotten.

Server connections

Live support by the PLS
Receivers Support Team directly to Javad
Recelver s ot connected customers in the field, structural
monitoring, training and other
educational opportunities pre-
sented to large audiences in real
time.

Remote control

~—

Had our first real world experience today, and we
are blown away! | should’ve taken pictures, and I’'m sure
you’ve heard it all before, but WOW! We were looking for
a pin on an existing job that we’d already done most of
the work for, and which was tied in to MaCORS. Plugged
in the coords while in the field, and were directed by the
LS to proceed west through a “wall of green” 50’ high!
15’ in to said wall of green was the pin in question. We
were now completely canopied in, no big holes, mostly
just green, very little sunlight getting in. Set the LS up
over the pin and start the waiting game: a click here and
a click there, when suddenly, rapid fire clicks and we’re
under a tenth from our first shot (Precise Topo mode), all
in less than 20 minutes. We did this 3 more times on this
mile long, 150 acre site, and it was amazing!

We’re sold! We started this job today as a test, com-
paring the iG8 to the LS. The test lasted about 10 min-
utes, the amount of time it took the iG8 to get its first fix,
when the LS was already fixed and collecting data for 5
minutes. No comparison at all.

Rich




