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Spoofers are completely different from jammers that block GNSS signals. 
Spoofers create GNSS-like signals that fool receivers to provide false loca-
tion solutions. 

We combat spoofers in two ways:
1  Detect and alarm that spoofer exist. 
    We ignore the spoofer and use valid satellite signals.
2  Help find the direction that spoofed signals are coming from.

Spoofer detection is available 
in all of our OEM boards.

SPOOFER BUSTERS
Spoofers are not only of the Black Sea type, as reported in 
the press, kids are going that direction too. It is time to take 
spoofers seriously.

See details inside 
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The LS has 
increased our 
productivity 2:1

“Why Javad?
Because it works where nothing else 
will and it has abilities and features 

that nothing else does.”

FL

“Thank you for the most awesome set 
of equipment I have had the pleasure 
of running in my 41 years of surveying. 
I am having the most fun I have ever 
had!”

“I got some ridiculous ‘fixes’ today in 
some horrible situations. Reset receiv-
er, moved around, etc. Tried to get a 
bad fix but had a hard time doing it.”

“I had 100% confidence this RTK was 
good. As soon as I stored the shot I 
inversed to my design point at that 
location and got 0.06’. No second PPK 
necessary! Then for the cherry on top, 
I processed the PPK at the office at it 
was 0.05’ from the RTK I stored. Just 
an amazing Surveying machine!”

“Truly amazing with a 4” 
grape vine directly overhead 
and the tree cover.”

“This thing is bad ass!”



With 864 channels and about 130,000 quick acquisition correlators in our 
TRIUMPH chip, we have resources to assign more than one channel to each sat-
ellite to find ALL signals that are transmitted with that GNSS satellite PRN code.

If we detect more than one reasonable and consistent correlation peak for 
any PRN code, we know that we are being spoofed and can identify the spoofed 
signals.

When we detect that spoofing is in effect, we use the position solution pro-
vided by all other clean signals (L1, L2, L5, etc... GPS, GLONASS, Galileo, 
Beidou, etc...) to identify the spoofer signal and use the real satellite measure-
ment. If all GNSS signals are spoofed or jammed, then we alarm you to ignore 
GNSS and use other sensors in your integrated system.

Figure below shows an example of a spoofer signal and a real satellite signal 
received at GNSS receiver.

Spoofer Detection
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GPS  GLN  GAL  BDU  IRN  QZ Number of satellites used in position calculation

In the above screenshot all GPS satellites have two peaks and all are spoofed. We 
were able to distinguish the spoofer signal and use the real satellite signals in correct posi-
tion calculation as indicated by the ”*” next to the CNT numbers. 
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No spoofer. Only one reasonable peak for each satellite.

Second Peak

The screenshots below are from a real spoofer in a large city. The bold numbers are 
for the detected peaks. The gray numbers represent highest noise, not a consistent peak. 
“*” symbol next to the CNT numbers indicate that signal is used in position calculation.  
Each CNT count represent about 5 seconds of continuous peak tracking. 

Satellite and Spoofer  Peaks
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Spoofer detection available 
in all of our OEM boards too. 

The screenshot below shows the status of all GNSS signals.
The format and the signal definitions are explained below. 

GNSS Overall View

See details in GPS World expert opinions sec-
tion “What is the biggest challenge facing designers of 
multi-constellation GNSS receivers today?” with   
Javad Ashjaee and at www.javad.com

Definitions for the number of signals:
Tracked: Tracked by the tracking channels and has one valid peak only.
Used: Used in position calculation.
Spoofed: Has two peaks. Good peak is isolated, if existed. 
Blocked: Blocked by buildings or by jamming. If jammed, shows higher noise level. 
Faked: Satellite should not be visible, or such PRN does not exist.  
Replaced: Real signal is jammed and a spoofed signal put on top of it. Because of jam-
mer, it shows higher noise level.  

GPS L2C: L+M
GLN L3: I+Q
GAL E1: B+C
GAL E5: alboc
GAL E5B: I+Q
GAL E5A: I+Q
BeiDou B2: B5B
QZSS L2C: L+M
QZSS L1C: I+Q

Number
formats

Average 
noise level
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This screenshot is from the experiment within an anechoic chamber. 
That is why the picture is clean and smooth. 
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When you detect that spoofers exist, you 
can also try to find the direction that the spoof-
ing signals are coming from. For this, hold your 
receiver antenna (e.g. TRIUMPH-LS) horizon-
tally and rotate it slowly (one rotation about 30 
seconds) as shown in the picture and find the 
direction that the satellite energies become min-
imum.  This is the orientation that the spoofer is 
behind the null point of the antenna reception 
pattern.

After one or more full rotations observe 
the resulting graph that shows approximate 
orientation of the spoofer as  shown in fig-
ure below.  
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Spoofer Orientation
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I used “Beast Mode” on a 
small project yesterday and 
all I can say is WOW!!!!  Did 
Javad and Red Bull team up 
to enhance RTK or did my 
system drink hypercaffein-
ated coffee when I wasn’t 
looking? Amazing accom-
plishment/development Ja-
vad.  I can’t imagine using 
any other GPS equipment.

“I surveyed 20 acres today and never 
used the total station.”

“The only bitching now 
is for the crew that has 
to take out the Hyper V.”

Javad Mobile Tools 
(J-Mobile)

Javad Mobile Tools (J-Mobile) is an RTK & 
static control software app which allows 
you to connect JAVAD GNSS receivers to 
AndroidTM or iPhone/iPad devices. J-Mobile 
includes a full set of RTK and static survey 
routines including, data collection (RTK and 
static), RTK stakeout, CoGo, localization and 
more.

“Using licensed professionals for development has been a brilliant idea. 
Tip of the hat to the programmers and designers that put the original box 
together it appears to me that they knew where they were going with this 
years ago.”

“Since I got the Javad system, I go places NEVER BEFORE 
possible, and WITH confidence, because, the quality 
checks are there.”
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J-Field Software Features

“More than just a ding, an RMS 
and here’s your answer, trust us. 

Complete Data Analysis for
every shot.”

Hybrid RTK
Another check 

on the work
PPK Solution

Only from 
JAVAD GNSS

Customer favorite 
feature #2

864 Channels
RTK 6 Pack

BEAST MODE RTK

Only from 
JAVAD GNSS

Verification
 & Validation

Automatic

Only from 
JAVAD GNSS

Customer favorite  
feature #1

TRIUMPH-2 
Complete RTK 
Network Rover

$5,680 
with Budget 
Smartphone 
& JMT

$8,255 
with Rugged 
Victor-LS 
& J-Field

TRIUMPH-2 
Complete RTK 

UHF Rover 

$6,930 
with Budget 
Smartphone 
& JMT

$8,265 
with Rugged 
Victor-LS 
& J-Field

RTK Rovers - On a Budget


